How can | disablethe User Account
Control (UAC) feature on my Windows
Vista computer?

Windows Vista has the built-in ability to automailiy reduce the potential of security
breaches in the system. It does that by autombtieaabling a feature called User
Account Control (or UAC for short). The UAC forcesers that are part of the local
administrators group to run like they were reguisers with no administrative privileges.

Running Windows 7? Also see our articleon disabling UAC for Windows 7.

Although UAC clearly improves the security on WimgoVista, under some scenarios
you might want to disable it, for example when ggrdemos in front of an audience
(demos that are not security related, for exam@eine home users might be tempted to
disable UAC because of the additional mouse clgkifrings into their system,

however | urge them not to immediately do so, apdia get used to it instead.

Anyway, if required, you can disable UAC by usingemf the following methods:

Method #1 - Using MSCONFIG

1. Launch MSCONFIG by from the Run menu.



2.

3.
4.

5.

Click on the Tools tab. Scroll down till you fin@Isable UAC" . Click on that
line.

a..g System Configuration
| General | Boot | Services | Startup | Tools |

Tool Name Description

System Properties View basic information about your computer system settings

Internet Options View Internet Explorer settings

Intermet Protocol Configurat... View and configure network address settings

Task Manager View details about programs and processes running on your computer

Disable UAP Disable User Account Protection (requires reboot)

Enable LAP Enable User Account Protection (reguires reboot)

Command Prompt Open a command prompt window

Registry Editor Make changes to the Windows registry

, _ ———— -

Selected command:

C:\Windows\System32\omd.exe &k Sewindir3e\system32req.exe ADD HELM\SOFTWARE \Microsoft Windows

| Launch
[ookpJ[ comet [ sooy [ mep

Press the Launch button.

A CMD window will open. When the command is doneycan close the
window.

Close MSCONFIG. You need to reboot the computec@anges to apply.

You can re-enable UAC by selecting the "Enable UAGE and then clicking on the
Launch button.

*Recommended: Speed up Vista boot times by reducing the numbpragrams that
load at startupControl your Vista startup list with this Vista app

Method #2 - Using Regedit

1. Open Registry Editor.
2.

In Registry Editor, navigate to the following retgyskey:

HKEY LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Pol i
ci es\ System



3. Locate the following value (DWORDInableLUA and give it a value of 0.

MY Regestry Editor
File Edit View

Favontes Help

— QOBE
' Optimallayout

3 '] Parental Controls
3 '] PhotoPropertyiHar

3 '] PnPSysprep
—) Palscies

) Attachments

1 ManEnuwm
1 Ratings
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—1 PreviewHandlers

5 ' Profilebotification

3] PropertySystem
3 '] Rehability
% =) Fenamefiles
—J Run
—J Run(nce
—J RuninceEx
% ] Setup
) FharedDLLs
= (] Shell Extensions

MNarmne
[ab] (Defpult)

%] ConzentPromptBehanord .

ilf] ConsentPromptBehaviorl
2] dontdeplaylastusername
5] EnablelnetallerDetection
=

_'-"_-:g'] EnableViftualization

ab) legalnaticec sption

[ legainoticetest

.ﬁ'ﬂ PromptOnSecureDesktop
g scforcenption
fi]shutdownwithoutlogon
B undockwithoutiogen
;':'.,'ﬂ'v'al|d.:!t§cdmmfnd¢5|gna.

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

—
="

Data

{value not sef)
CraDOO0000 [0)
OnO000001. (1)
=D0000000 ()
ODOD00000 (1)
D000 (1)
OnDO000001 (1)

OndO00001 (1)
OnaDOO00000 (T
OnDO000001 (1)
OaO000001. (1)
OO000000 (1)

EHie

Computer HKEY_LOCAL _MACHIME\SOFTWARE Microsabt\ Windeows\ CurrentVersen Pabeies System

Note: As always, before making changes to your regigry should always
make sure you have a valid backup. In cases wiereeysupposed to delete or
modify keys or values from the registry it is padsito first export that key or
value(s) to a .REG file before performing the chemg

4. Close Registry Editor. You need to reboot the campior changes to apply.

In order to re-enable UAC just change the abovaevtd 1.

Method #3 - Using Group Poalicy

This can be done via Local Group Policy or via #etDirectory-based GPO, which is
much more suited for large networks where one wbkddto disable UAC for many
computers at once.

If using Local Group Policy you'll need to open tBeup Policy Editor (Start > Run >
gpedit.msc) from your Vista computer.

If using in AD-based GPO, open Group Policy Managen€onsole (Start > Run >

gpmc.msc) from a Vista computer that is a membéh@tdomain. In the GPMC window,

browse to the required GPO that is linked to the@domain where the Vista
computers are located, then edit it.




1. Inthe Group Policy Editor window, browse to Congutonfiguration >
Windows Settings > Security Settings > Local Pekck Security Options.
File Action View Help
o= | LE - FBR F@E
&} Local Computes Policy Palicy " Security Settng
« @ Computer Configueation || jasyyire ot cocuuity: Force logoff when logon hours cxpire.~ Disabled
» | Seftware Settings B Metwork securty: LAN Manasger suthentication level Send NTLMVE resp.
":'Mm | ERNetwork security: LDAP client signing requirements Megatiste signing
» B Deod IFr‘uIm Ef)Mutwork secunity: Minsmum sessian security for NTUM S5P .. No manimum
‘g s HMucui]uMhiﬂmimwfumLMW_ Mo Franirmum
:-:ﬁm]mmg res || ERlRecovery consale Allow sutornstic sdrministrstive logon Dhsabled
a D Local Pelicies Ef|Recovery consale: Allow floppy copy and sccess to all drive...  Disabled
.+ O Audit Policy || ERIShutdowr: Allow syshem to be shut down without having t...  Not Defined
» (@ User Rights &) | E3]5hutdowr: Clear vistual memory pagefile Disabled
28 Security Optic B 5ymtern eryplegraphy: Fovce strang key protection for user .. Mot Defined
& [ Windows Firewsl| | 28] 5ystem cryptography: Use FIPS compliant algorithms for en... Disabled
b () Public Key Peben | BE]5yitern obpects: Requine cate maensitivity for mon-Windows... Enabled
& [2) Seftwane Restrecti | 23] Systemn objects: Strengthen defsult permissiors of imternad = Enabled
o 3 IP Security Pokcid | B§]5ystem settings: Optionsl subsystems
:'JDPM-MM 5 5ystem settings: Use Certificate Rules on Windows Executab._
» (23 Administrative Temnglate
4 ] User Configuration 23] User Account Controk Behawis "‘ﬂ“’“ Mot Defined
» |0 Software Settings ERUser Account Controk Detect . Mot Defined
b () Windows Settings B User Account Controk Oy el 0 Mot Defined
v (20 Administrative Template | goy,, o 4ccount Controk Run all sdministrators in Admin App... Not Defined
E3)User Account Controk Switch to the secure deskiop when p.. Mot Defined
) 5] User Account Controk Virualize file and regrstry write fadur... Mot Defined
. —_T— ¥
Opens the properties dialog bex for the current selection.
2. In the right pane scroll to find the User Accessitta policies (they're down at

the bottom of the window). You need to configure tbllowing

policies:

File Acton \iew Help

e~ O R 2

X Local Computer Policy
i i[qumfufwm

Pokoy
| (8] Metwark security: Force logaff when logan hours expire
| 3] Metwork security: LAN Manager authentication bevel
| [B] Metwark security: LIUP lient ssgrang requarermarits
m
| (B Metwark security: Minimum session secuity for NTLM 55P
| [ Recovery console: Allow automatic administrative logon
| (] Recervery console: Allow flappy copy and access to ol dive...
| (8] Shatdown: Allow system to be shut down without having ..
| [BH] Shutdewen: Clear virtusl memerny pagefile
i ;EWUWWFMMWFMIWM_
| ] System cryptography: Use FIPS comphant algerithens for en...
it|| [E§] System objects: Require case insensitivity for non-Windows..
iets | (5] Systerm objects: Strengthen default pesmnissions of intermal 5...
it [E4] System settings: Optional subsysterns
gﬂ]wwuﬂcmﬁcumﬂmmm =

i security: Mini ion security for NTLM 55P

EMUﬂrhEMWMdﬂummmﬁw_
| [B¥] User Account Controk Detect application matallatsons and ...

;mwn:mcmmyﬂmmm“ﬂg_
| [ User Account Contrk Run all adminsstrators in Aderin App...
| (8] User Account Controk Switch to the secure desktop when p...
| (] User Acceunt Contrat Virtualize file and registry weite Failue,.,

3. You'll need to reboot your computers



Method #4 - Using Control Panel

=

Open Control Panel.
2. Under User Account and Family settings click on'théd or remove user

account".
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3. Click on one of the user accounts, for exa'rﬁble(;mmuse the Guest account.
4. Under the user account click on the "Go to the nulsar Account page” link.
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_Bli Guest account is off

Create a new account

What is 3 user account?
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5. Under "Make changes to your user account” clickhen'Change security
settings" link.

Make changes to your user account

Change your password
Remove your password
encryption )
Change your picture
g Change your name

g' Change your account type

9‘ Manage ancther account

g Change security sw;

6. Inthe "Turn on User Account Control (UAC) to maksur computer more
secure" click to unselect the "Use User Accountt@difUAC) to help protect
your computer"”. Click on the Ok button.

Turn on User Account Control {UAC) to make your computer more secure

Wie recommend that you leave User Account Contred (UAC) on because it helps prevent unsuthorized
changes to your computer. When UAC is on and you ane using an sdministrator account, Windows will esk
you for permission when you try to do something thet requires sdministratrve rights (swch as instaling
software ar changing tettings that sfect sther users), When UAC it en and yeu're using & standard scceunt,
Wimdgws will ask for an adminisirstor passeord to make these types of changes.

[T Wse Upar Account Contreld (WAC) o halp protect your computer

EMQJI.E-“I




7. You will be prompted to reboot your computer. Dondeen ready.

= B

bou | B = UserBeccounts » Change Securty Settings - | *y | Search

Turn on User Account Control (UAC) to make your computer more secure

Wie recornenend that you beave User Account Cortred (UAC) on becouse & helps prevent unsuthonzed
changes to your comnputer. 'When UAC is on and you sre using an sdministrater acoount, Windeows will ssk
you for permission when you try to do something that requines sdministrative rights (swch as installing
saftware ar changing settings that affect other users). When UAC is on and you're using & standard account,
Wrdawes wall ask far an adminetratar pastward to malke these types of changes.

| WLse User Sccou

You must restart your computer to apply these |
changes )

Before restarting, seve amy open files and close all programs.

Y

—

In order to re-enable UAC just select the abovekbex and reboot.
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